
 

Week 10 
 
 
The RSA algorithm 
 
The pioneering paper by Diffie and Hellman introduced a new 
approach to cryptography and, in effect, challenged 
cryptologists to come up with a cryptographic algorithm 
that met the requirements for public-key systems. One of 
the first responses to the challenge was developed in 1977 
by Ron Rivest, Adi Shamir, and Len Adleman (RSA) scheme has 
since that time reigned supreme as the only widely accepted 
and implemented general-purpose approach to public-key 
encryption. 
 
Description of the algorithm 
 
The scheme makes use of an expression with exponentials. 
Plaintext is encrypted in blocks, with each block having a 
binary value less than some number n. That is, the block 
size must be less than or equal to n2log ; in practice, the 

block size is k2  bits, where 122 +≤< kk n . Encryption and 
decryption are of the following form, for some plaintext 
block M and ciphertext block C: 
 
   nMC e  mod=  
   nMnMnCM edded  mod  mod )( mod ===  
 
 Both sender and receiver must know the value of n. The 
sender knows the value of e, and only the receiver knows 
the value of d. Thus, this is a public-key encryption 
algorithm with a public-key of KU={e, n} and a private key 
of KR={d, n}. For this algorithm to be satisfactory for 
public-key encryption, the following requirements must be 
met: 
 
It is possible to find values of e, d, n such that 

nMM dn  mod = for some nM < . 
It is relatively easy to calculate eM  and dC  for all 
values of nM < . 
It is infeasible to determine d given e and n. 
 



For now, we focus on the first question and consider the 
other question later. We need to find a relationship of the 
form 
 

nMM ed  mod =  
 
 A corollary to Euler`s theorem  fits the bill: Give 
two prime numbers, p  and q  , and two integers, n  and m , 
such that pqn =  and nm <<0 , and arbitrary integer k , the 
following relationship holds: 
 

  mod  1)1)(1(1)( nmmm qpknk ≡= +−−+φ  
 
where )(nφ  is the Euler totient function, which is the 
number of the positive integers less than n  and relatively 
prime to n . It follows from the number theory that for  p , 
q  prime, )1)(1()( −−= qppqφ . Thus, we can achieve the desired 
relationship if 1)( += nked φ . 
 
This is equivalent to saying: 
 

)( mod 1 ned φ≡  

)( mod 1 ned φ−≡  
 
That is, e and d  are multiplicative inverses mod )(nφ . Note 
that, according to the rules of modular arithmetic, this is 
true only if d  ( and therefore e) is relatively prime to 

)(nφ . Equivalently, gcd 1)),(( =dnφ .  
 We are now ready to state the RSA scheme. The 
ingredients are following: 
 
 p and q , two prime numbers (private, chosen) 
 pqn = (public, calculated) 

e, with gcd 1)),(( =enφ ; )(1 ne φ<<  (public chosen) 

)( mod 1 ned φ−≡ (private, calculated) 
 
 The private key consists of },{ nd  and the public key 
consists of },{ ne . Suppose that user A has published its 
public key and that user B wishes to send the message M to 
A. Then B calculates ) mod( nMC e=  and transmits C. On 
receipt of this ciphertext, user A decrypts by calculating 

) mod( nCM d= . 



 It is worthwhile to summarize the justification for 
this algorithm. We have chosen e and d  such that  
 

)( mod 1 ned φ−≡ . 
 
Therefore,  
 

)( mod 1 ned φ≡ . 
 
Therefore, ed  is of the form 1)( +nkφ . But by the corollary 
to Euler`s theorem, given two prime numbers p  and q , and 
integers pqn =  and M , with nM <<0 , 

  mod  1)1)(1(1)( nMMM qpknk ≡= +−−+φ . 
 
So, nMM ed  mod = . Now  
 

nMC e  mod= , 
nMnMnCM edded  mod  mod )( mod === . 

 
The main steps of RSA algorithm are the following: 
 
Key generation 
 
Select p  and q   p  and q  both prime  
Calculate pqn =          
Calculate )1)(1()( −−= qpnφ  
Select integer e  1)),((gcd =enφ ; )(1 ne φ<<  

Calculate d    )( mod 1 ned φ−≡  
Public key   KU = },{ ne  
Private key   KR = },{ nd  
 
Encryption 
 
Plaintext :    nM <  
Ciphertext :    nMC e  mod =  
 
Decryption 
 
Plaintext:    C  
Ciphertext:    )(modnCM d=  
 
 
 



 Here is an example of preceding the key generation. 
 
Select two prime integers, p = 7   and q = 17. 
Calculate n pq= = × =7 17 119. 
Calculate φ ( ) ( )( )n p q= − − =1 1 96. 
Select e such that e is relatively prime to φ ( )n = 96 and 
less than φ ( )n ; in this case, e = 5. 
Select d  such that de = 1 96mod  and d < 96. The correct value 
is d = 77, because 77 5 385 4 96 1× = = × + . 
 
The resulting keys are public key KU = { , }5 119  and private key 
KR = { , }77 119 . If M = 19, for encryption, 19 is raised to the 
fifth power, yielding 2476099. Upon division by 119, the 
remainder is determined to be 66. Hence, 19 66 1195 ≡ mod , and 
the ciphertext is 66. For decryption, it is determined that 
66 19 11977 = mod . 
 
KEY MANAGEMENT 
 
There are two distinct aspects to the use of public-key 
encryption: 
 

• The distribution of public keys 
• The use of public-key encryption to distribute secret 

keys 
 
Distribution of public keys 
 
Several techniques have been proposed for the distribution 
of public keys. Virtually all these proposals can be 
grouped into the following groups: 
 
Public announcement 
Publicly available directory 
Public-key authority 
Public-key certificates 
 
Public announcement of public keys. On the face of it, the 
point of public-key encryption is that the public key is 
public. Thus, there is some broadly accepted public-key 
algorithm, such as RSA, any participant can send his or her 
public key to any other participant or broadcast the key to 
the community at large. For example, because of growing 
popularity of PGP (Pretty Good Privacy), which makes use of 
RSA, many PGP users have adopted the practice of appending 
their public key to message that they send to public 



forums, such as USENET newsgroups and Internet mailing 
list. 
 
Publicly available directory. A greater degree of security 
can be achieved by maintaining a publicly available dynamic 
directory of public keys. Maintenance and distribution of 
the public directory would have to be the responsibility of 
some trusted entity or organization. 
 
Public-key authority. Stronger security for public-key 
distribution can be achieved by providing tighter control 
over the distribution of public keys from the directory.  
 
Public-key certificates. The scenario is attractive, yet it 
has some drawbacks. The public-key authority could be 
somewhat of a bottleneck in the system, for a user must 
appeal to the authority for a public key for every other 
user that is wishes to contact. As before, the directory of 
names and public keys maintained by the authority is 
vulnerable to tampering. 
 As an alternative method is to use certificates that 
can be used by participants to exchange keys without 
contacting a public-key authority, in a way that is as 
reliable as if the keys were obtained directly from a 
public-key authority. Each certificate contains a public-
key and other information, is created by a certificate 
authority, and is given to the participant with the 
matching key. A participant conveys its key information to 
another by transmitting its certificate. Other participants 
can verify that the certificate was created by the 
authority. 
  
MESSAGE AUTHENTICATION AND HASH FUNCTIONS 
  
Any message authentication or digital signature mechanism 
can be viewed as having fundamentally two levels. At the 
lower level, there must be some sort of function that 
produces an authenticator: a value to be used to 
authenticate a message. This two-level function is then 
used as primitive in a higher-level authentication protocol 
that enables a receiver to verify the authenticity of a 
message. 
 The functions which may used to produce an 
authenticator can be grouped in three classes: 
 
Message encryption: The ciphertext of the entire message 
serves as its authenticator 



Message authentication code (MAC): A public function of the 
message and a secret key that produces a fixed-length value 
that serves as the authenticator 
Hash functions: A public function that maps a message of 
any length into a fixed-length hash value, which serves as 
the authenticator 
 
A hash function is a one-way function. A hash function 
accepts a variable-size message M as input and produces a 
fixed-size hash code H(M), sometimes called a message 
digest, as output. The hash code is a function of all the 
bits of the message and provides an error-detection 
capability: A change to any bit or bits in the message 
results in a change to the hash code. 
To be useful for message authentication, a hash function 
must satisfy the following conditions: 
 
H can be applied to a block of data of any size. 
H produces a fixed-length output. 
H(x) is relatively easy to compute for any given x, making 
both hardware and software implementation impractical. 
For any given code h, it is computationally infeasible to 
find x such that H(x) = h. This is sometimes referred to in 
the literature as the one-way property. 
For any given block x, it is computationally infeasible to 
find xy ≠  with )()( xHyH = . This is sometimes referred to as 
weak collision resistance. 
It is computationally infeasible to find any pair ),( yx  such 
that )()( xHyH = . This is sometimes referred to as strong 
collision resistance. 
 
The first three properties are requirements for the 
practical application of a hash function to message 
authentication. The fourth property is the one-way 
property: It is easy to generate a code given a message but 
virtually impossible to generate a message given a code. 
The fifth property guarantees that an alternative message 
hashing to the same value as a given message cannot be 
found. The sixth property refers to how resistant the hash 
function is to a class of attack known as the birthday 
attack, which we examine shortly. 
 
Simple hash functions. All the hash functions operate using 
the following general principles. The input is viewed as a 
sequence of n-bit hash function. 



  One of the simplest hash functions is the bit-by-bit 
exclusive-OR of every block. This can be expressed as  
follows: 
 

imiii bbbC ⊕⊕⊕= …21  
where 
 

iC - ith bit of the hash code, ni ≤≤1  
m – number of n-bit block in the input 
ijb - ith bit blocks in the input 
⊕ - XOR operation 
 
 


